Contact

huzaifa9075@gmail.com
0522450949

Deira, Dubai

Education

Sanjay Ghodawat

University
Bachelor of Computer Science
2023

DBJ college
Science

2019

Skills

Computer Security
Forensics

Networking

VAPT
Communication Skills
Critical Thinking
Teamwork

Languages

Huzaifa Khalpe

Cyber Security Analyst

Profile

A passionate cybersecurity enthusiast equipped with
foundational knowledge in threat assessment, incident
handling, and system protection. Eager to contribute and
learn in a security analyst role.

Work Experience

o Crypticonic Securities
Security Analyst
—— Achievements [ Tasks
-VAPT.
-Reporting Security flaws in Web Application.
-Reporting and Documentation Reviewing.
-Handling cases/projects along with a team as a
member
¢ Security Researcher [Part Time]
Bugcrowd and Hackerone
—— Achievements [ Tasks

-Researching critical vulnerabilities in Web
application

Virtual Internship

? Master Card (08/2023)

Cyber security virtual experience
— Achievements [ Tasks
-Design a phisihing email simulation.
-Interpreting phishing simulation results.

> Datacom (08/2023)
Cyber security risk assessment virtual experience
- Achievements [ Tasks

-APT breach: analysing the impact on information
security.
-Risk Assesment

O

Training [ Courses

e Foundation of ¢ Intro to cybersecurity

ENGLISH
HINDI cybersecurity e Web Hacking /Pen
MARATHI e Ethical Hacking Testing

e CCNA e CEH




Industrial Knowledge

o Networking

e Utilizing tools for network mining such as
Wireshark, Network Miner to examine network
traffic packets in order to look for malicious
activity on network.

e Strong understanding of network fundamentals,
including TCP/IP, subnetting, routing, and
switching. Knowledge of network security
principles and technologies, including firewalls,
VPNs, IDS/IPS, and secure network design.

o Offensive Security

e Performing security assessment on the network
using Vulnerability Assessment tools like Nessus
and Nmap.

e Strong knowledge of Owasp top-10 vulnerabilities
of web applications.

o Forensics

e Knowledge of forensic analysis methodologies
and procedures to identify and preserve digital
evidence.

¢ Basic Knowledge of Malware analysis

e Proficient in using forensic tools and techniques
including Windows forensic, Memory forensic
and Linux forensic using Write blocker,FTK
Imager,Autopsy and Volatility.
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BIRTHDAY
10/10/2000

Nationality
Indian

Passport Details
Passport No : V2963217
Passport Validity : 16 / 09 / 2031

Visa Details

Visa Status : Visit
Visa Validity : 06/10/2023



