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ABOUT ME

I am a highly skilled and dedicated Cyber Security Analyst with a deep
passion for safeguarding digital environments from cyber threats. My
professional journey has been focused on enhancing the security posture of
organizations by proactively monitoring, analyzing, and responding to
security incidents. Conducting vulnerability assessments, and
implementing comprehensive security solutions. Proficient in using a wide
range of security software and tools to protect against cyber threats.
Seeking to leverage expertise in a challenging position to enhance
organizational security posture.

WORK EXPERIENCE

JENCY V JAMES
C y b e r  S e c u r i t y  A n a l y s t

SOC Analyst

17/04/2023 -  23/11/2023  

Global Technoloty & Information Security Pvt.Ltd |

Gurgaon, India

Proficient in monitoring security alerts, analyzing logs, and
responding swiftly to security incidents, ensuring minimal
impact and rapid resolution.
Experienced in working DNIF tool and security
technologies, such as SIEM, UEBA, SOAR, IDS/IPS,
endpointprotection, and threat intelligence feeds.
Performed penetration testing using Kali Linux and
Metasploit Framework, simulating attacks to evaluate
system security.
Skilled in identifying emerging threats, vulnerabilities, and
attack patterns, enabling proactive measures tomitigate
risks.
Strong understanding of network and system security,
including firewall management, access controls, and
security policies.
Effective team player with excellent communication skills,
facilitating collaboration with cross-functional teams to
address security issues and enhance defenses.

EXPERTISE

Threat Monitoring and
Detection

Incident Response

Vulnerability Management

SIEM

Network and Endpoint
Security

Compliance and Reporting



Developed a vulnerability scanning tool Web Application
Scanner using Multiple Programs (WASUMP)
usingPython programs and Django Framework.
27 Scans with 5 tools and gives specific output to the user
by reducing time complexity.
Runs multiple vulnerability scanning and vulnerability
checker then its severity, attack caused by thevulnerability
and its mitigations in a single platform WASUMP.
Software can be used as a cyber defence technology to
provide proactive cyber defence in web application.

Project Intern

Kerala Police Academy | Thrissur, Kerala | India

15/06/2022 – 15/07/2022 

Assist in conducting security assessments, vulnerability
scans, and risk assessments under the guidance of
experienced consultants.
Help with data collection and analysis to identify security
weaknesses.
Assist in preparing detailed reports, including findings,
recommendations, and remediation plans based on security
assessments.
Coordinate and manage incident response activities to
minimize damage and Migration audit.
Learn about ISO 27001 and contribute to the development
and documentation of security policies, procedures,and
best practices.
Learn how to effectively communicate with clients,
understand their security needs, and provide support in
developing security strategies.
Participate in internal security audits, including reviews of
security controls and policies, and assist in
identifyingvulnerabilities.

Security Consultant(Trainee) 

Macroscan Management Solutions Pvt.Ltd |

Thrissur,Kerala | India

16/01/2023 - 31/03/2023

Available upon request.
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